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Digital watermarking is an emerging technique used for copyright protection to
digital works in recent years. Digital watermarking is used for proving ownership to
digital works by detecting the message embedded into digital works. In order to
achieve the ownership proof for digital works, not only the watermarking schemes
that can resist all kinds of attacks to the robustness are required, but also the
ownership proof protocols that can resist all kinds of attacks to the protocol are
required, because the attackers may exploit all kinds of attacks until one of the attacks
succeeds. Thus, it is very challenging to prove the ownership of digital works.
Although many related research efforts have been carried out by researchers, the
existing approaches do not always make a success in the ownership proof. This
dissertation addresses the research on the watermarking-based ownership proof
protocol to digital works. The main research contents of this dissertation are
summarized as follows:

(1) Study the zero-knowledge watermarking detection protocol which is the
building block of the ownership proof protocol. Zero-knowledge watermarking
detection protocols for both blind watermarking detection scheme and non-blind
watermarking detection scheme are proposed respectively. In the proposed protocols,
random permutation, blind factor, and commitment scheme are used together to hide
both watermarking information and watermarking embedding location information to
supply a gap that watermarking information suffers from the attack due to the
revealing watermarking embedding location information in Adelsbach et al’s protocol.

(2) Study the malleability problem in zero-knowledge watermarking detection
protocol. The non-malleable zero-knowledge watermarking detection protocols are
proposed. Both prover and verifier’s identification information and time-stamp are
added into the protocols to achieve the non-malleability. Under the proposed protocol
the verifier can not to prove the presence of the watermarking information by using
the information learned during the verification. This protocol may be seen as a further
improvement to Adelsbach et al’s protocol.

(3) Study the non-interactivity problem in zero-knowledge watermarking
detection protocol. Non-interactive zero-knowledge watermarking detection protocols
are proposed. One-way hash function value is used as the simulation of the random
coin flipping to achieve the non-interactivity goal in the protocols. Compared with the
previous non-interactive zero-knowledge watermarking detection protocol, the
protocols proposed in this dissertation are non-malleable and non-duplicated.
Meanwhile, the proposed protocols have a broader application range.

(4) Study the ownership proof problem during digital works trade. A simple
ownership proof protocol for digital works trade is proposed. Under this protocol, the
seller executes the ownership proof by showing the ownership certificate and proving
the presence of watermarking in the digital works with zero-knowledge watermarking
detection sub-protocol. This protocol enables the seller to correctly prove the buyer



that he/she is the legal owner of digital works without disclosing any secret
information in digital works trade. Thus, the malicious buyer could not use the
information learned during the verification to imitate the rightful seller to sell the
duplicated works.

(5) Study the ownership proof problem in the ownership dispute of digital works.
An ownership proof protocol in the dispute is proposed without requiring the
participation of the registration authority. The protocol is based on simple ownership
proof protocol and additionally uses the image retrieval technique to measure the
similarity between the works to determine the ownership of the disputing works. It
enables the dispute arbitrator to correctly resolve the ownership dispute without the
attendance of rightful owner and avoids the possible false decision existing in
previous dispute resolving protocol

(6) Study the joint ownership proof problem in which multiple owners jointly
hold the ownership to digital works. A joint ownership proof protocol, which is based
on verifiable secret sharing scheme and secure multiparty computation protocol, is
proposed. The protocol enables the co-owners whose number is not less than the
predefined threshold together to correctly prove the joint ownership to digital works
whereas single or part of owners whose number is less than the predefined threshold
could not prove the ownership to digital works. This protocol prevents not only the
cheating joint ownership proof but also revealing secret sensitive information.
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