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With the fast development of digital media technology, Digital Rights Management (DRM)
has become an emergent requirement. DRM technology is becoming the bottleneck of digital
media technology. In this thesis, we conclude and analyse the existing DRM technical routes and
reach the conclusion that all of them have underlying shortages. We analyse the deficiencies of
existing DRM technologies, the demands of digital media users, and then conclude the new DRM
concept appearing recently. According to the new DRM concept, we research on the Media
Fingerprinting-based DRM implementation scheme. With images as the research object, we make
deep research on key technologies of Image Fingerprinting System.

The main creative contributions of this thesis are as follows:

1. With image as the research object, we research the key technologies of Image
Fingerprinting System: image fingerprint extracting algorithm and fingerprint matching algorithm.
After reviewing the existing image fingerprinting algorithms, we find most of them can not deal
with geometric modifications. Aiming at this problem, we propose the local feature-based image
fingerprint.

2. Basing on the local feature based image fingerprint, we design matching algorithm to
detect homologous relationship between image pairs. The matching algorithm benefits from the
geometric isomorphic releationship existing among feature points. Experimental results show that
the proposed image fingerprinting algorithm can resist effectively those modifications which can
change global features of images.

3. In order to be robust to more complex geometric modifications, we make improvement to
the matching algorithm with important property of affine transformation. After testing our image
fingerprinting algorithm on dataset that contains 10000 original images, we prove that our method
can deal with complex geometric modifications much better than existing algorithms.
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